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Summary
This project exploits the spatial dispersion control capability and introduces time modulation for MTM (metamaterial) unit cells. The proposed research will create an intelligent space-time

modulated MTM antenna aperture which can provide not only dynamic control of radiation characteristics allowing improved spectrum utilization, but also PHY (physical layer security) secure
transmission for wireless links enabled by directional modulation. Moreover, a hybrid model-based and learning-based approach (HyPhylLearn) will be incorporated to conduct channel
classification even under limited training samples for authentication. The proposed IST-MTM-based secure communication scheme along with the HyPhyLearn channel classifier will have a
profound impact in next-generation wireless networks by providing a highly secured and spectrum-efficient communication scheme, which can be deployed in future 6G networks for smart

homes/cities, vehicle-to-vehicle communications, and MIMO transceivers to provide spectrum efficient secure communication links in a multiple access setting.

Research Progress
Design of A Programmable Space-Time-Coded Metamaterial Antenna
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physical layer security, radar sensing, and MIMO beamformer

Directional Modulation (DM) for Physical Layer (PHY) Security for a narrowband OFDM signal

» Enabling PHY security by achieving the functionalities of DM through satisfying the following constraints:
1. Preservation of the original OFDM constellations along the desire spatial direction through suppressing the generated harmonics in this direction

2. Distortion of the transmitted signal along the other directions by increasing the levels of the generated harmonics in these directions
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Physical Layer Security in Wireless Communication Links for a wideband OFDM signal .
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The OFDM signal bandwidth is 40 MHz in this plot.
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Channel-based spoofing detection via hybrid model and learning-based approach for presentation in 2024 IEEE/MTT-S International Microwave Symposium - IMS 2024.

Generating secret keys enabled by directional modulation Nooraiepour, A., Vosoughitabar, S., Wu, C. T. M., Bajwa, W. U., and Mandayam, N. B. “Programming Wireless
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